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Abstract

Mobile money transfer systems (MMTS) in countries with limited banking are increasingly becoming the
mainstream banking system. The analysis of transactions performed on these systems helps to detect
fraudulent and criminal activities. This paper introduces a novel visual analytics framework for visual analysis
and exploration of mobile money transactions. Our system enables the empirical analysis of mobile money
transactions data using multiple views to reveal the temporal, geospatial, and categorical aspects of the
transactions. Several challenges were identified related to the given MMT datasets through the process of
implementing of fraud detection framework. In addition, as a step towards recognizing the difficult task of
developing versatile and flexible fraud detection models, this work proposes concepts to address the
identified challenges.

Keywords: Visual analytics, Fraud detection, Financial data visualization, Mobile money.

1. Introduction

Mobile money transactions systems are intensively used in countries with limited banking.
For any monetary system, it is necessary to analyze transactions to detect criminal
and fraudulent activities such as money laundering and terrorism financing. The current
traditional methods cannot deal with multi-feature datasets like mobile transactions
datasets; to deal with this task some new sophisticated methods are needed. In an
attempt to solve this problem, we present MtVis a visual analytics system for mobile
transactions analysis and exploration. We used a binary neural network classifier to
perform fraud detection. During the implementation of our model, we identified several
challenges specific to the given MMT datasets. This work offers the principles used to
overcome these challenges as a step towards understanding the difficult task of
designing flexible and scalable fraud detection models. In this article, we provide an
overview of MtVis along with a concise analysis of how to develop an effective fraud
detection model for mobile money payment services generated datasets. In the end, we
provide an analysis of the framework by two domain experts.

The rest of the paper is organized as follows: Section 2 briefly explains the related work;
Section 3 discusses fraud detection models; Section 4 presents the Visual Components
of Mtvis; Section 5 presents the case studies for framework analysis; Section 6 describes
the implementation of our system, we finally conclude the significance and importance of
our framework in section 7.

2. Related Works

For financial data, a range of research studies on visual analytics have been carried out.
A large number of tools have been designed to assist analysts in carrying out efficient
risk management and decision-making in the enterprise. Our tool for mobile money
transactions analysis is informed from the fields of financial data visualization and
financial fraud detection.
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2.1. Financial data analysis and visualization

A large number of visualization tools have been developed with growing concerns of
organizations to turn their information into valuable assets. A survey of these systems is
presented by Sungahn et al. [1] while Chang et al. [2] presented wire vis a financial time-
varying data visual analytics. Didimo et al. [3] introduced VisFan, a network visualization
system for financial data. Netsuite [4] is afinancial planning visual analytics tool for decision
making. Mobile money services, however, are subsystems of the traditional banking
system with their own features and obstacles. The two major operators of mobile money
services are Mpesa [5] and Orange money [6] deployed in Africa and the Middle East
regions. Works specific to MMTS are a few due to its relative newness. Novikova et al.
[7] worked on anomalous activity visualization in MMTS, and Gaber et al. [8] studied the
behavior ofusers in an MTTS environment.

2.2. Financial fraud detection

Fraud is the source of significant losses in financial systems. Various models of fraud
detection have been proposed to resolve this problem. Abbasi et al. [9] designed an
excellent framework for detecting financial fraud using meta-learning. Adedoyin et al.
[10] used case-based reasoning to predict fraud in mobile money transfers. Kappelin and
Rudvall [11] used statistical methods to tackle the problem of detecting fraud in Mobile
Money Transfer systems. Novikova et al. [7] used the radviz [16] visualization technique
to detect anomalous activities in the MMT environment while Didimo et al. [3] used network
visualization to detect financial crime. Albashrawi et al. [12] did a review on fraud detection
techniques using data mining. To provide researchers with experimental data, Lopez-
Rojas et al. [13] designed Paysim which is a financial mobile money simulator for detecting
financial fraud, this simulator can be used to simulate mobile transactions and generate
data similar to the original dataset.

Current approaches are either based on the consumer or the financial statement as an
entity, while our system uses transactions as an entity. The analysis of transactions as an
entity helps to understand the overall state of MMT systems and reveals valuable trends
useful in the fight against financial crime and terrorism financing.

3. Proposed Model for Fraud Detection
3.1. Dataset description

Our dataset was collected from 12 months of activity from a mobile network operator, it
contains more than 400000 transactions. For security and privacy issues, the original

dataset was processed to remove the sensible information. The basic entity of our data
is a transaction; each transaction record is characterized by the following features.

 Type: The type of the transaction performed, taken as value: Cash-in, Cash-out,
Transfer, Payment, Debit

» Location: Localization of the transaction.
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« Amount: Amount of the transaction

» NameOirigin: Name of the sender

« NameDest: Name of thereceiver

» BeforeBalanceSender: Balance of the sender before the transaction

» AfterBalanceSender: Balance of the sender after the transaction

» BeforeBalanceReceiver: Balance of the receiver before the transaction

» AfterBalanceReceiver: Balance of the receiver after the transaction

e Time: Time of the transaction

Our dataset also contains bench-marked transactions reported to be fraudulent, flagged
by fraud or non-fraud features (Table 1). However due to the scarcity of bench-marked
mobile transactions datasets and their private nature we used PaySim [13] to generate
mobile transactions datasets based on our original dataset without changing our original

features.
Table 1: Sample of data generated using paysim
Type Amount NameOrig OldBalanceOrig | NewBalanceOrig | NameDest OldBalanceDest | NewBalanceDest | IsFraud
CASHOUT 134991.97 CH76685194 | O 0 (36322011 391909.49 526901.46 0
TRANSFER. | 37991.39 26423367 13136 0 C1764084529 | 0 37991.39 0
TRANSFER | 3845765.36 | C196788126 | 3845765.36 0 1000407130 | O 0 1
PAYMENT 16871.11 C652001878 | 0 0 Mg49216230 | 0 0 0
CASHIN 252508.29 CT36570021 | 1828637.42 2081145.71 (928094130 27284930.5 27032422.21 0
3.2. Challenges in designing the proposed fraud detection model

Fraud detection is a classification problem, given Xi...n features we are trying to output a
y1...n classes, but some algorithms are more appropriate than others to perform this task
because of their characteristics and the fact that the characteristics of fraud can differ
over time. It requires various data preparation to obtain good results. In this section, we
briefly describe the challenges in designing a good model for fraud detections in MMTS
and elaborate on how to overcome these challenges.

« Data Scarcity: The lack of datasets on mobile money [18] transactions to perform
research in the domain of fraud detection is a big problem. To overcome this, a
simulator such as paysim [10] can be used to generatetransactions data from a given
input of the original dataset.

« _ Imbalanced Data: The big challenge [17] in modeling a fraud detection model as a
classification problem is that the majority of real-world transactions are not fraudulent.
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There are different ways of dealing with imbalanced data:

3.3.

SMOTE [14]: Synthetic Minority Over-sampling Technique. It consists of creating
new synthetic samples by interpolating new points between marginal outliers and
inliers.

Oversampling: A common technique to deal with imbalanced data is oversampling
[16]. It consists of creating new observations in our data belonging to the under-
represented class.

Under Sampling: It is the opposite of oversampling, it consists of reducing the
observations of the dominantclass.

Choosing the rightmodel: Fraud detection is a classification problem [19], so
various classifiers can be used to solve it. However, since fraud features can
change over time, we found that some classifiers are more suitable than others.
Forexample, using a decision tree classifier [20] and a naive Bayesian classifier [21]
we obtained good results on our dataset after performing feature engineering.
Compared to other models such as a binary neural classifier and Gated Recurrent
Unit Neural Network, we found that these models are not good due to their
reliance on engineered features. The neural classifiers are free and much more
versatile to adapt to new characteristics of fraud. We, therefore, chose the Gated
Recurrent Unit Neural Network to perform the fraud detection.

The proposed Gated Recurrent Unit Neural Network model

Asg explained in section 3.2, we used a GRU neural classifier [22] to implement the fraud
detection module of our system. The model is characterized as follows:

Moddel overview: Figure 1 shows the flowchart of the proposed fraud detection
model. First, we performed the preprocessing operations like numercalization
(text to number) and normalization on the original dataset. The SMOTE
algorithm is then used to process the samples which have low frequency in the
training datasets. Subsequently, the analyzed data is used to train the GRU
network.
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Figure 1: Fraud detection module

Model parameters: The following parameters are used for the model: (a) Batch
size and the number of neurons in all three (input, output, and hidden) layers of
the GRU network during network training. (b) The parameters for Adam algorithm
include step size, damping decrements for first-order and second-order exponential
and nonzero constant. (c) Oversampling rate and the number of nearest neighbors
for the SMOTE algorithm. The specified values for the parameters used in the
experiments are shown in Table 2.
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Table 2: Models parameters

Algorithm | Parameter Value
Nearest neighhors 65
SMOTE
Over-sampling rate 600%
122
Input layer nodes
75
Hidden layer neurons
GRU
Output layer neurons 5
Batch size
500
0.001
Step size
0.9
Damping Decrements for First-order exponential
Adam
Damping Decrements fo Second-order exponential | 0.999
Non-zero constant
108

. * Metrics: To measure the effectiveness of the model, the indicators for evaluation
which include ACC (accuracy), DR (detection rate), and FDR (false detection rate)
were used to evaluate the performance of the proposed model for detection and
then compare it with other state-of-the-art intrusion detection models and
methods. The following equations are used to obtain these performance indicators:

o TP+TN
A0C = TP+TN+FP+FN
_ Iy
DR = FN +TN

FP
FDR— ———
TN + FP

(1)

(2)

(3)

Where TP indicates the true positive, which means normal samples are predicted
correctly, TN indicates the true negative, which means fraudulent samples are correctly
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detected, FP represents the false positive which means fraudulent samples are
mistakenly classified as normal and FN represents false negative which means normal
samples are wrongly predicted fraudulent.

Experiment and results: To get optimal results for the fraud detection module multiple
experiments were performed and parameter tuning was done such as the number of
neurons in the hidden layers for the GRU neural network and oversampling rate and
number of nearest neighbors for the SMOTE algorithm. Optimal values were chosen
empirically for each parameter. The optimal accuracy was (99.33% ACC, 99.25 DR,
0.093% FDR) obtained with a system architecture of [122,200,1].

4. Visual Components

After performing the classification on input data using the GRU Neural Network, we
feed the visualization components with the classified data for visualization and analysis.
The system is composed of three main views each one performing a specific task: Fraud
analysis view, Geospatial Analysis view, and Temporal analysis view. In this section, we
describe each view and explain its functionality.

4.1. Fraud analysis View

The fraud analysis view (Figure 2) is our system’s primary view and allows the user to
understand the key payment patterns.

)

Figure 2: Fraud analysis view displaying (a) the bubble chart with clusters of
transactions,(b) a chord to show intercity relations, (c) a bar chart displaying the
state of the customers balance before and after performing the transactions (d) a

parallel coordinates graph plotting multiple features for each city
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It is composed of the following components:

a)

b)

d)

4.2.

Bubble chart: The bubble chart displays clusters of transactions according to their
type and their fraudulent or non-fraudulent nature. The first level is a green cluster
containing the normal transactions and a red one containing the fraudulent
transactions. In the second level, the transactions are organized by category using
color encoding and in the third level each transaction is displayed as a circle, the size
of the circle is proportional to the amount of money involved in the transaction. Each
level of the bubble chart is zoomable and interactive which provides the user with a
better analytic experience.

Chord chart: The chord chart shows the relationship between the locations of the
transactions. This chart is useful to know the way of interactions among users from
different cities and to assess the volume of the transactions between cities.

Barchart: The filterable bar chart displays the situation of the customers' balance
before and after performing the transaction. The variation of the balance is an
important fraud feature. A query panel allows the user to query different transactions
and is used to make hypotheses and check them against the dataset.

Parallel coordinates graph: The parallel coordinates graph is a multi-functional
representation of transactions for each city. The parallel coordinates graph aims to
allow the user to easily analyze the various transaction dimensions per city.

Geospatial Analysis View

The geospatial analysis view allows the user to grasp the geographical state of the
transactions. It is composed of the following three layers. A scatter in Figure 3 (a) shows
the geographical distribution of fraudulent transactions. The radius of the scatter is
proportional to the number of fraudulent transactions. A hexagon layer in Figure 3 (b) is
used to display the volume of transactions performed per city. An arc layer in Figure 3
(c) displays the transaction flow among cities. Using the thickness of the arcs and colors
we abstract the volume of transactions In and Out between two cities.
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(a) Scatter layer, fraudulent activities (b) Hexagon layer,overall transactions per city

(¢) Arc layer,transaction activity between cities

Figure 3: Layers of the geospatial analysis view

4.3. Temporal Analysis View

The temporal analysis view (Figure 4) is used to display the time aspect of the
transactions and is composed of three charts:

» A calendar activity view shows the distribution of transactions per day.

« A radar view is used to display the variations of activity at different times of the
day. This is useful to identify the exact time when fraudulent transactions occur
the most.

* At the bottom there is an interactive and filterable table displaying the classified
data, allowing the user to deeply analyze it.

To enhance the analysis and exploration experience, we implemented a wide range of
interactions and filters. The user can hover on components for more details and filter the
information.
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Figure 4: Temporal analysis view, (A) a calendar activity view displaying
intensity of transactions per day, (B) a radar chart displaying the time
distribution of transactions per category and (C) a table view displaying the raw
data.

5. Case studies and Expert Evaluation

We performed two case studies with two experts (hereinafter referred to as Expert A and
Expert B) to verify the usefulness of our system. Each expert used our system to analyze
the transactions and gave us feedback.

5.1. Case study 1: Terrorism financing and money laundering

Expert A is an anti-terrorism agent who used the system (Figure 5) to monitor transactions
between major cities and sensitive areas where terrorists were based using the fraud
analysis view filtering method. The expert then analyzed the transactions that took place
between sensitive areas using the feature of geospatial analysis. Future investigations will
be carried out into the fraudulent transactions found. He then commented on the system.
“The geospatial view is really important when monitoring transactions for terrorist
financing and analyzing transactions in sensitive regions.” Money laundering happens
when illegal money is introduced into the financial system through placements. To track
such placements our transaction query can be used to filter transactions in which big
amounts of money are placed (cash in).
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(a) Using the transaction query functionality
to make hypothesis and verify them,useful for (b) Targeting transactions between big cities and
money laundering tracking terrorism areas using the arc layer

Figure 5: Case study 1

5.2. Case study 2: Users' behavior

Expert B is a senior financial advisor for mobile money who used the system (Figure 6)
to analyze the behavior of users in different cities. He found that users in the biggest
cities tend to perform transactions involving cash in, cash out, and payment to vendors,
the users in small cities on the other hand tend to receive money, and they perform more
cash out, transfer, and payment activities. Using the temporal analysis view the expert
analyzed the temporal behaviors of their customers and found interesting trends in the
timing of the transactions. The expert stated, “This is very useful to get relevant
information when deploying our new services and planning to cover new regions”.

Transactions Analysis Iransactions Analysis

@

(a) Users behaviour in city 1 (b) Users behaviour in city 2

Figure 6: Case study 2
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6. System Implementation

Our system is a client-server application with a ReactJS [23] front and a Flask [24] back
end. The Fraud detection module was developed using the open-source deep learning
framework PyTorch [25-31]. The Detection module is deployed on the server where the
input data is prepossessed and sent to the front end for visualization.

7. Conclusion

We presented MtVis as a visual analytics framework for analyzing and exploring mobile
money transactions and have shown the significance of our tool in the exploration and
visual analysis of a mobile transaction system. Our system has significantly been efficient
in detecting the planning of fraud. We also demonstrated the importance of the transaction
as an entity in a mobile money transfer system in detecting anomalous activities.
However, in this work, we only focused on the transaction entity which is a small
component of a mobile money transfer system. In future works, we will dive deeper into
other components such as user behavior and user categorization.
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Academic Leadership Program.
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